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Youth Internet Safety Survey

lthough it was clear that young people are using the Internet in ever-increasing

numbers, no research existed on how many youth encounter unwanted sexual

solicitations and exposure to sexual material and harassment online. To obtain a

clearer picture of the scope of the problem, the National Center for Missing &
Exploited Children (NCMEC) provided funding to Dr. David Finkelhor, Director of the
Crimes Against Children Research Center at the University of New Hampshire, to
conduct a research survey in 1999 on Internet victimization of youth. His research
provides the best profile of this problem to date.

Crimes Against Children Research Center staff interviewed a nationally representative
sample of 1,501 youth, aged 10 to 17, who used the Internet regularly. “Regular use”
was defined as using the Internet at least once a month for the past 6 months on a
computer at home, at school, in a library, at someone else’s home, or in some other
place.

Survey Areas

The survey looked at four types of online victimization of youth, which Finkelhor* defined
as

= Sexual solicitation and approaches: Requests to engage in sexual activities or
sexual talk or to give personal sexual information that were unwanted or, whether
wanted or not, made by an adult.

= Aggressive sexual solicitation: Sexual solicitations involving offline contact with
the perpetrator through mail, by telephone, or in person, or attempts or requests
for offline contact.

m Unwanted exposure to sexual material: When online, opening e-mail, or opening
e-mail links, and not seeking or expecting sexual material, being exposed to
pictures of naked people or people having sex.

m Harassment: Threats or other offensive content (not sexual solicitation) sent
online to the youth or posted online for others to see.

The survey also explored Internet safety practices used by youth and their families,
what factors may put some youth more at risk for victimization than others, and the
families’ knowledge of how to report online solicitations and harassment.

Statistical Findings
The survey results offered the following statistical highlights:5

= One in 5 youth received a sexual approach or solicitation over the Internet in the
past year.

m One in 33 youth received an aggressive sexual solicitation in the past year. This
means a predator asked a young person to meet somewhere, called a young

person on the phone, and/or sent the young person correspondence, money, or
gifts through the U.S. Postal Service.

=m One in 4 youth had an unwanted exposure in the past year to pictures of naked
people or people having sex.

m One in 17 youth was threatened or harassed in the past year.

= Most young people who reported these incidents were not very disturbed about
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them, but a few found them distressing.

= Only a fraction of all episodes was reported to authorities such as the police, an
Internet service provider, or a hotline.

= About 25 percent of the youth who encountered a sexual approach or solicitation
told a parent. Almost 40 percent of those reporting an unwanted exposure to
sexual material told a parent.

= Only 17 percent of youth and 11 percent of parents could name a specific
authority, such as the Federal Bureau of Investigation (FBI), CyberTipline, or an
Internet service provider, to which they could report an Internet crime, although
more indicated they were vaguely aware of such authorities.

= In households with home Internet access, one-third of parents said they had
filtering or blocking software on their computers.

Other Findings

The survey results confirm what is already known: although the Internet is a wonderfully
fun and educational tool, it can also be very dangerous. According to the survey, one in
five youth who regularly use the Internet received sexual solicitations or approaches
during a 1-year period. The survey also found that offenses and offenders are more
diverse than previously thought. In addition to pedophiles, other predators use the
Internet. Nearly half (48 percent) of the offenders were other youth, and one-fourth of
the aggressive episodes were initiated by females. Further, 77 percent of targeted youth
were age 14 or older—not an age characteristically targeted by pedophiles. Although
the youth stopped most solicitations by leaving the Web site, logging off, or blocking the
sender, the survey confirmed current thinking that some youth are particularly
vulnerable to online advances.

Most youth reported not being distressed by sexual exposures online. However, a
significant 23 percent reported being very or extremely upset, 20 percent reported being
very or extremely embarrassed, and 20 percent reported at least one symptom of
stress. These findings point to the need for more research on the effects on youth of
unwanted exposure to sexual materials and the indicators of potentially exploitative
adult-youth relationships.

The large number of solicitations that went unreported by youth and families was of
particular interest. This underreporting is attributed to feelings of embarrassment or
guilt, ignorance that the incident was a reportable act, ignorance of how to report it, and
perhaps resignation to a certain level of inappropriate behavior in the world.

Possibly due to the nature and small sample size of the survey, there were no reported
incidences of traveler cases.® The survey also revealed no incidences of completed
Internet seduction or sexual exploitation, including trafficking of child pornography.
Despite the findings of this survey, law enforcement agencies report increasing
incidents of Internet crimes against children.

Recommendations

Among the many findings of Finkelhor’s survey, the most significant is that we are only

beginning to realize the extent of the complex and increasingly prevalent phenomenon

of Internet-based crimes against children. We have much to learn about the magnitude
of the problem, the characteristics of its victims and perpetrators, its impact on children,
and strategies for prevention and intervention.
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