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Dear Hamish,

Here are the comments we are making on the aba¥e dbegin with a
short explanation of the origins of CHIS.

Yours sincerely,
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Children’s Charities’ Coalition for Internet Safety
What is CHIS?

The Children’s Charities’ Coalition on Internet 8gf(CHIS) consists of
seven of the UK’s largest, professional child wedfaharities: Barnardo’s,
ChildLine, Children’s Society, National ChildrerBareau, NCH, NCVCC(
and NSPCC. Several of our members are representgeediome
Secretary’s Internet Task Force and also on theSDffernet Safety
Strategy Group.

CHIS grew out of the joint work of the charities amange of social policy
issues connected with children’s welfare. Increglginguestions about
children’s safe use of the new technologies in ggnand the internet in
particular, were becoming more and more commonHIs@vas formed in
late 1999 to give our work in this area a speddizus.

In 2000 CHIS launched itdgenda for Actionwhich set out a range of
measures which we asked Government, ISPs, retaierfiardware
manufacturers to take to make the Internet a gddee for children. These
measures then included :

- Internet Service Providers should not faciBtataccess
Newsgroups containing child pornography on a raghksis, or t
Newsgroups or chat rooms that suggest or encoupageophil
behaviour.

- Internet Service Providers should be required tsusn that ar
staff employed to moderate children’sat or other child orientat
Internet services have been properly trained afidgpohecked.

- A new and wholly independent body should be esthbtiwhicl
draws together representatives of children’s owgditns, consum
groups and other categoriesf Internet users, together w
representatives of all parts of the Internet indyusMPs andthe
Government, to lead an informed debate on publiicytowards th
Internet.

- More research and development is needed to prdyatter, mor
robust and eser to use labeling, filtering and blocking softevanc
other programmes to allow parents and others vegipansibility fo
children to provide a safe Internet environment .

- Government should ensure that clear, mandatory
comprehensive guidelineseaissued governing the safe use ol
Internet in schoo!

Happily many of the items on our agenda have naawmlmeet or are on course to be so.

! For a full version of the CHI8genda for Actiorseewww.nch.org.uk/chis




Summary

1. We welcome the opportunity to comment on thé di@de and applaud the efforts being
made by the Mobile Network Operators (MNOSs) to addrissues of child safety, both
generally and specifically in relation to the newbite technologies which are destined
for or have already arrived in the mass marketbhéUWK.

2. We are on the cusp of a huge revolution in thg we will think about and use the
Internet. The arrival of mass market mobile IntéaEess, linked to new online
services provided by the MNOs and provided by arugh versatile new handsets,
promises an explosion of new opportunities. Weegrect children and young people
to adopt and use the new mobile technologies eviegs fully and enthusiastically as
they have the existing mobile technologies.

3. Mobile phones have become a very important,lhiigérsonal possession for many
millions of children and young people in the UK.the busy modern world, the existing
mobile technologies have been shown to play a vaiyable part in family and school
life and in establishing or maintaining communioas between children and their
friends. However, we have also noted various drakda.g. bullying via SMS.

4. The new mobile technologies are likely to mamtdl of the advantages, and
disadvantages, of the existing mobile technolofigghey also have the potential to
introduce many enhanced features. In some resfiss could contribute significantly
to improving aspects of personal safety. Howevay talso bring new risks.

5. The industry should establish and maintain ahaeism to monitor and research how
the new mobile technologies impact on child safempss the board.

6. In the draft code the MNOs seek to make a distin between what they call
commercialcontent, services and experiences and, as it iererything else” that will
be available via their networks and devices.

7. What the MNOs cattommercialin fact refers only to content, services and expees
available over their own networks which they supgplgmselves or through their
business partners. The implication of this is tieaerything else” that is available over
the same networks is not commercial. This is argigon which will not be easily
understood by the wider public. It is also potdhtimisieading as it implies that the
non-MNO provided services, contents or experiemd@sh may be accessed via the
MNOs’ devices and networks, are not somehow noheoted with commercial activity
and provide no financial benefit of any kind to M&lO. That is not the case.

8. We welcome the MNOs’ proposal to establish mgatystem for their own content and
then restrict access according to the proven agfeeadiser, but we think the same logic
should be extended to all services which may bessikle via the handset and the
MNOSs’ networks.

9. In the fixed Internet world it has been our Istagnding view that every new PC sold
into the family environment should come with safetytware preinstalled and set to a
high level of security. It is even more importamt this policy is adopted in the mobile



world. Moreover ways should be found to make thegqutive software operative both
at the network level and at the level of the indihal handset.

10. It is our view that all un-moderated chat ssggiand all adult content should be barred
by default to under-18s both in respect of the MN& provision and on the wider
Internet. The MNOs are proposing to introduce am\agification system so the basic
infrastructure to allow this to happen is clearbyng to be put in place.

11. MNOs appear to have given little detailed coesition to the implications of the
existing fixed internet industry’s policy on tratday. We believe this is a hugely
important oversight which ought to be addressea msitter of urgency.

12. In the fixed internet world, where someonedialto a server and the system detects
that they have disabled or do not have CLI (Cdllee Identification) the functionality
they can then access is severely restricted byillefis is part of the ISP world’s
contribution toward reducing the potential for @s&r abuse the cloak of anonymity. It
allows the ISP, and if necessary the police, topoimt a physical location and the time
at which certain transactions took place. Thislwaenormously helpful in an
investigation and acts as a disincentive to padéntiminals. With a pre-paid mobile,
whose original owner may never have been authé¢atda any way, this possibility
simply would not exist. It would be highly regrdita if, through the medium of pre-
paid mobiles phones, this important contributiocrione reduction by the fixed Internet
world was effectively rendered obsolete (see tHted@ocumentChatWise StreetWise
www.internetcrimeforum.org.gk

13. The MNOs should consider restricting the funiity accessible to pre-paid mobile
phones where the owner has not been authenticatecdeiiable way.

14. MNOs should accept that they have a directoamgdoing responsibility to provide up to
date information on child safety to parents andhitdren.

15. MNOs should take this opportunity to estabéishndustry-wide policy on dealing with
the replacement of Pay as You Go telephone numadrsio loss of credit for children
who have been illegally victimized via the MNOstwerks.



16. Some General Remarks

17. We are very grateful for the opportunity to coemt on the Code of Practice for the
Self-Regulation of New Forms of Content and Exp®sés on Mobiles (the draft code).
There is no doubt that mobile telephones are huggdprtant to children and young
people. The current levels of ownership of mobégides are upwards of 90% in some
age categories. Even among children as young asars wld, levels of ownership are
significant, and still rising.

18. The mobile telephone has become one of the tme@stured and most important
possessions of very many children and young petigdeovides them with a personal
connection to the rest of the world. It is a spaice a place that they control. Mobile
telephones have also proved to be a useful taoliny busy families, helping parents
and children to stay in touch and helping child@stay in touch with their friends.
They have contributed to helping keep some childedar in certain circumstances.

19. We have no reason to suppose that the nextagereof devices and the supporting
network services will not, sooner or later, achiswrilar or even greater levels of
ownership and usage. However the next generatiomobile networks and devices will
not only reproduce and add to the existing bodsen¥ices available through mobiles,
they will also graft on hugely improved, always-axtess to the Internet.

20. Thus, all of the known child safety concerret #xist in respect of the established,
“fixed” Internet world, will soon arise in relatidio a mobile device which, almost by
definition, is going to be far less susceptibl@éoental control and supervision. This
new configuration lends itself to new forms of ingwe and opportunist behaviours
that will put children at risk in ways which aresfunot possible in the fixed Internet
world, or at any rate are far less likely.

21. Indeed, there are potentially yet other sessighich could also become attached to the
new devices and networks e.g. ones which utilis& @&ehnology, WiFi (802.11b and
related), Bluetooth or other “bypass” technologas] these will expand the potential
for children being exposed to risks.

22. There is a sense, therefore, that we are iat@ortant moment when, essentially, the
mobile internet and mobile computing are both amgwsimultaneously in the mass
market. We are on the cusp of a huge revolutidhenway we will think about and use
the Internet. The wider implications of this deymtoent are potentially profound and, if
the experience with the fixed Internet is anythiogjo by, the likelihood is that we have
not, and cannot, anticipate all the twists andgubat lie ahead. Yet at the same time we
must not make children the canaries in the cageshdald adopt a precautionary
approach at least until we are clearer how thindgjsge. We must try to think ahead and
seek to develop a capacity to react swiftly as rsswes emerge.

23. Thus we believe there is a case for the ingggting urgent consideration to
establishing and funding an on-going initiative @fhimonitors and advises on how the
various mobile technologies are impacting uponcthiel safety agenda across the
board, or how they are likely to. Such a new boolyld also become a focal point for

! See Sunday Times, @ugust, 2003, quoting a survey by youthMobile, gesting that 11% of 5 year olds own
mobiles, up from 2% in 2000. Ownership among 1G4dr olds has now reached 33%, up from 19%.



sharing research-based information and experieamess the networks. It would also

become a natural point of contact, and hopefubhgtéer-resourced point of contact, for
the industry in future dealings and discussionshuld safety. CHIS would be happy to
co-operate in such a venture.

24. We welcome the MNOSs’ proposal to establishtiagasystem for their own content,

25.

26.

27.

28.

29.

services and experiences and then restrict accessding to the proven age of the user,
but we think the same logic should be extendedl seavices which may be accessible
via the handset and the MNOs’ networks.

In the fixed Internet world it has been ourgstanding view that every new PC sold in
to the family environment should come with safadftware preinstalled and set to a
high level of security. It is even more importamat this policy is adopted in the mobile
world. All un-moderated chat services and all adatitent should be barred by default
to under-18s both in respect of the MNOs’ own psmn and on the wider Internet.
How this might be financed is a separate questidwe think a way should be found to
factor it into the overall cost of the service. ldeafety should not be an optional extra.

We are aware that some of the MNOSs are consglertroducing protective software
which will run at the network level. This meanstthayone could use their handset to
dial into another internet server and completelpdsg the MNO'’s security systems.
Alternatively, if they have a WiFi or Bluetooth dil@d handset they could connect via a
third party’s internet connection and again bypghssnetwork based security systems.
This seems to us to be very unsatisfactory. Wagsldhe found to make the protective
software, or at least key parts of it, work atleneel of the individual handset.

At an early stage it would also be useful totggetting a clearer idea of how the MNOs
intend to deliver the wider media literacy initisgs referred to or implied by different
parts of the consultation document and which wilegcoherence to many of the
document’s stated aims. We appreciate that, orisédatinded and operational, OFCOM
will have an interest in this question but this leugot to be a factor which delays
matters unduly, as least as far as the MNOs’ resipiities are concerned.

We believe that the education part of the gedeucial if parents and the public are
going to understand the new services on offer apeéaally if parents are to be enabled
to carry out their responsibilities as best thay icesafeguarding their children from
unsuitable content and contact. The commitmentdwige information and advice is
welcomed but we believe it is important that thafiversion of the code spells out in
greater detail how the information and advice dldelivered.

Parents have already had to climb a mountaumdierstand the intricacies and vagaries
of the fixed internet world, and not all of thentseeded as well as they would have
wanted. Similar, if not greater, complexities nagvdhead with the mobile internet and
thus an even greater effort is needed. The unHelstinction referred to earlier,
between commercial and “non-commercial” implies #4&lOs may only provide
information and advice where it relates to theinaservices. Who will inform parents
about the non-MNO provided services, content anqeke&nces which their children

will nonetheless be able to access through théwvar&s and devices? Surely this
should be an industry wide responsibility?



30. It is similarly unclear how, or to what exteliNOs will carry out the informational role
themselves or merely refer parents to other sowtedormation. We believe it is
important that mobile operators offer separatespetific information and advice to
parents about safety and their children. This ghbel separate from their general safety
advice to customers. Education should be a contisuesponsibility of mobile
operators. It should begin at the point of purchalsen parents are selecting a mobile
phone. As a matter of routine customers shouldskedif the mobile phone is intended
for a child. Specific sections for parents on saétould be included in mobile phone
manuals with easy to understand instructions. Thleoelld also be safety messages
online and MNOs should accept that they have amaing responsibility to keep
existing customers informed of new services anclbpments affecting child safety.

31. Overview

32. The document repeatedly seeks to make a distingetween what it calls
“commercial” services, content and experiencespfaivhich will be provided by the
MNOs or their partners, and other items accessibha other sources e.g. via the
Internet.

33. This distinction is one which will not be eggiinderstood by the wider public. It is also
potentially misleading as it implies that when tiser is not accessing the MNOS’
services, content or experiences, they will be sgiog “non-commercial” items, or
items which provide no financial benefit to the MNIhat is not the case.

34. There will, of course, be considerable interesind concern about the services, content
and experiences for which the MNOs are directlyatany rate more directly,
responsible, but concern about how the Interndtimtgrface with the networks and
devices will be of at least equal, if not greaterterest and importance.

35. In other words how the Internet is going to kwarth and through the MNOSs’ current
and future networks and current and future dewa#se central to many people’s
concerns in this debate.

36. We think the document as a whole would theesbmnefit from a clear and simple
exposition, right at the very beginning, of theibdact that the new networks and the
new devices will provide access to what are, essdbnttwo types or classes of content,
services and experiences:

a. those which the MNOs themselves are providing @arhich they have a direct
commercial interest (Class A) and

b. those which a handset user may be able to aocess via the MNOs’ devices
and networks but which are provided by third partigno have no direct
commercial relationship to the MNOs (Class B)

37. The above then sets the context within whiehMINOs can proceed to discuss in a
focussed and specific way the approach to selfla¢igg the content, services and
“experiences” which the MNOs and their commercetpers are proposing to provide
or facilitate, and their attitude towards “everyitielse”.



38. Thus, for the sake of clarity, the document@asefully divide itself into two distinct
sections:

a. one setting out MNOSs’ proposals in relation tasS A services, content and
experiences and

b. one setting out MNOS’ proposals in relation tass B services, content and
experiences

39. Please also refer to our comments in paragraptzb (above) and in the Summary
where you will see we believe both types of congdatuld, by default, be subject to

control for anyone below the age of 18.

40. We now turn to our comments on specific sestmiithe draft Code.



41. Objectives

42. We are not sure the text is as clear as itdcbelin respect of paragraph 1 in the text
box. We suggest the following instead:

“To make existing customers, and potential newamsts, aware of, and provide
access to, information intended to help them martlag consumption of services,
content and experiences which might be accessadowWerough our networks or
devices, with particular reference to the usagsuch networks or devices by
persons under the age of 18.”

43. The Code

44. We can see merit in the proposal to estabhsh@dependent body to rate content. We
are agnostic as to who provides such a service, teasay that whoever does it ought to
be demonstrably free of any significant financiestto any of the players whose content
they might find themselves rating. But see alsoammnments in paragraphs 22-25 and
in the Summary i.e. while the MNOs may want to tatgutheir own content this should
not divert attention away from the importance ofihg easy to use and effective
control over other forms of content and servicewliech the MNOs’ devices and
networks will provide access.

45. Parental Controls - commercial services

a. See our more general comments on this aspparagraphs 22-25 and in the
Summary.

b. See earlier references to the confusing notidoanmercial services” and the
Internet.

c. Could we not use a term other than “gating”? éAgrification” seems to say
what is intended a lot more clearly.

46. Parental Controls - Internet access

a. See earlier comments about the unhelpful waywbeare presented or
distinguished from each other and also our commiamaragraphs 22-25.

47. Combating new forms of nuisance or maliciousmmnications

a. As this document addresses concerns aboutehiddusage, might there be
some merit in specifically mentioning the word “lyuig”?

b. Also we believe the industry should take thipanunity to establish an
industry-wide policy on replacing telephone numberdPay as You Go users in
general, or specifically for children who are Payyau Go users, who can show
they have been illegally victimized via the MNOgtworks. They or their
families should not be financially penalized beeatiey have been illegally
victimized. Like monthly account holders, they shibloe able to get a free new
number without the loss of any credit they curnghtbld on their phone.



48. Objectives of Code

a. Not sure what, exactly, the paragraph on “Medttg” is trying to say. On one
reading it is being suggested that the MNOs havateoest or concern in how
personal communications are conducted, yet obwdbsly do and say so
elsewhere with references, for example, to malgicammunications. Also it is
possible MNOs could be required to provide inforiorato law enforcement
about such communications.

b. Not sure the references to the status of the tmgically follow from the
previous paragraph. This is a major policy statdmdrich ought to be given
greater prominence. Clearly different MNOs’ perfame under the Code will
be closely monitored by OFCOM and others, includingselves, and any
significant downward variations from the Code wélll into question its
usefulness.

c. See earlier references to the section in thebi@x (para 41).
49. Parental controls

a. See our comments in the Summary and in parag@pR5. Clearly we would
hope and expect the protective software to beehthst advanced and robust
kinds available and that they can be automaticaily remotely updated by the
MNOs.

b. We also believe the cost should be factored thé overall cost of the service.
Child safety should not be an optional extra. P@rencarers should not feel
they are unable to make the devices as safe asviidgl want them to be
because they are deterred either by additionas @ydty the apparent
complexity of implementation.

c. See earlier comments on access to the diffegmices and in relation to
malicious calls (para 46).

50. Combating unwanted bulk, illegal or offensivatent

a. We assume that a comma should have appeareéddretiae words “bulk” and
“illegal”.

b. In relation to the proposal in Annex B, we anelear as to how this would be
implemented. Is it envisaged that the IWF migbt be asked to undertake the
roles set out in the document? That would seemaagt outcome.

51. Implementation and Enforcement of the Code
a. Clearly we would like to see the code adoptetiamplemented as soon as
possible. A date of July 2004 is referred to bug ot clear whether or not this

is a cut off point of any kind. Our expectation Wbbe that on or by July 2004
all MNOs will have signed up to and be observing ¢bde.
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b. We also await clarification of how the MNOs pogp to deal with all the legacy
issues e.g. persons under the age of 18 may alteaaybought and be using
devices which give access to services, conteneapdriences which will later
be the subject of the code. The longer the MNOaydiehplementing the code
the larger will be the legacy issue with which thall have to deal. Similar
issues arise in relation to parents or adult sjglipassing on older handsets, and
in relation to purchases in the second-hand market.

52. Anonymity and Traceability

53. MNOs appear to have given little detailed aderation to the implications of the
existing fixed internet industry’s policy on tratday. We believe this is a hugely
important oversight which ought to be addressea matter of urgency.

54. In the fixed internet world, where someonedlialto a server and the system detects
that they have disabled or do not have CLI (Cdllee Identification) the functionality
they can then access is normally severely restiricyedefault. This is part of the ISP
world’s contribution toward reducing the potenfial users to abuse the cloak of
anonymity. It allows the ISP, and if necessarygbkce, to pin point a physical location
and the time at which certain transactions tookeldhis can be enormously helpful in
an investigation and acts as a significant disiticerto potential criminals. With a pre-
paid mobile, whose original owner may never havenbeuthenticated in any way, this
possibility simply would not exist. It would be Iy regrettable if, through the medium
of pre-paid mobiles phones, this important contidouto crime reduction by the fixed
Internet world was effectively rendered obsolete.

55. In their publicatiolChatWise StreetWiggww.internetcrimeforum.org.ykthe Internet
Crime Forum said the following:

“76. Whilst anonymity can serve a useful purposa mumber of contexts
on the Internet, including the protection of chédis own privacy and
identity, it is important to address the abusenafreymity for posting

illegal content or making inappropriate contactwadl as for other
computer misuse offences. A draft Best Currentti@paper by the
London Internet Exchange (LINX) highlights the innfamce of preserving
the right to anonymity for vulnerable users suclp@secuted minorities
and victims of abuse. However, it stresses thabrigmity should be
explicitly supported by relevant tools, rather theaing present as a blanket
status quo, open to use and mistéédt'also makes the distinction between
ensuring that activity on the Internet can be tldoack to the person
responsible and the routine monitoring of onlingvay: "the only purpose
of traceability is to allow misuse, once detectedye rooted out=

56. The MNOs should therefore consider restrictirggfunctionality accessible to pre-paid
mobile phones where the owner has not been authgsdiin a reliable way.

*kkkk
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