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John  Car r  is a w or ld - r enow ned ex per t  on  I n t er net  safet y  and has 
pr esen t ed  lect u r es and sem inar s t o a w ide r ange of  or gan izat ions 
inclu d ing  t he NSPCC,  ECPAT ( t he Bangk ok - based,  g loba l  cam paign  t o 
end ch i ld  p r ost i t u t ion  and  t r af f ick ing) ,  Sav e t h e Ch i ld r en  in  I celand,  
and Kinder f r eunde in  Aust r ia .   

He is a boar d  m em ber  of  t he I n t er net  Wat ch  Foundat ion  and t he 
pr incipa l  I n t er net  Consu l t an t  f or  t he NCH Act ion  For  Ch i ld r en .  Foun ded 
in  1869 ,  NCH is t oday  on e of  t he UK’s la r gest  ch i ld r en ’s w el far e 
or gan izat ions w i t h  p r o j ect s in  ov er  40 0  locat ions acr oss t he coun t r y .  
On  I n t er net  pol icy  NCH w or k s closely  w i t h  an  est ab l ished consor t ium  of  
t he UK’s m a in  ch i ld r en ’s or gan izat ions:  Bar nar dos,  Ch i ldLin e,  
Ch i ld r en ’s Societ y ,  Nat ional  Ch i ld r en ’s Bu r eau ,  Nat ional  Counci l  f or  
Volun t ar y  Ch i ld  Car e Or gan izat ions and NSPCC.  

John  has r epr esen t ed  t he Eu r opean  Feder at ion  fo r  Ch i ld  Welfa r e on  t h e 
EU’s I NCORE St eer ing  Gr oup,  and w as t he Di r ect o r  of  an  EU I n t er net  
Act ion  pr o j ect  w h ich  a im ed at  r a ising  aw ar eness o f  I n t er net  ch i ld  
safet y  issu es in  t h e UK,  I t a ly  and Fin land.  He is a m em ber  of  t he 
Wor k in g  Gr ou p of  t h e Min ist r y  o f  Just ice fo r  t he Pr ot ect ion  of  Ch i ld r en  
on  t he I n t er net  and a Mem ber  of  t he Adm in ist r at iv e Counci l  o f  
I nnocence in  Danger .  Joh n  has a lso been  a f r equen t  con t r ibu t or  on  TV 
and r ad io and has w r i t t en  on  I n t er net  safet y  fo r  ch i ld r en  in  The 
Obser v er ,  New  St at esm an ,  The Guar d ian ,  The I n dependen t  and 
Pr ospect .  John  a lso  w r ot e one of  NCH’s m ost  successfu l  pub l icat ions:  
" A Par en t s’  Gu ide t o t he I n t er net " .   

Th is docum en t  is a d i r ect  t r anscr ip t  of  John ’s p r esen t at ion  at  t he 
Round Tab le on  Respect  of  t he Righ t s of  t he Ch i ld  on  t he I n t er net  and  
has been  r e- pu b l ished w i t h  h is per m ission .   
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John  Car r  is a w or ld - r enow ned ex per t  on  I n t er net  safet y  and has 
pr esen t ed  lect u r es and sem inar s t o a w ide r ange of  or gan izat ions 
inclu d ing  t he NSPCC,  ECPAT ( t he Bangk ok - based,  g loba l  cam paign  t o 
end ch i ld  p r ost i t u t ion  and  t r af f ick ing) ,  Sav e t h e Ch i ld r en  in  I celand,  
and Kinder f r eunde in  Aust r ia .   

The ar r iv a l  of  t h e I n t er net  in  ou r  m idst ,  as a m ass consum er  p r oduct ,  
has had a pr ofound im pact  on  societ y  in  m any  d i f f er en t  w ay s.  I  do not  
t h ink  t her e is any  doub t  t hat  t he em er gence of  t he I n t er net  has been  
hugely  benef icia l  f o r  peop le in  gener a l  and ch i ld r en  in  par t icu lar .  I t  
o f f er s t o  en r ich  ch i ld r en ’s l iv es and t heir  educat ion  in  a l l  k in ds of  w ay s.  
Per haps i f  t he I n t er net  h ad been  ar oun d w hen  I  w as y ounger ,  I  cou ld  
hav e gone in t o Fr ench  ch at  r oom s,  lear ned  t o speak  con t em por ar y  
Fr ench  m or e f luen t ly ,  and t oday  I  cou ld  st and in  f r on t  of  y ou  and 
del iv er  t h is speech  w i t hou t  t he need for  t r anslat o r s.   

How ev er ,  t he ar r iv a l  of  t he I n t er net  as a m ass consum er  p r oduct  has 
a lso br ou gh t  in  i t s w ak e som e pr ob lem s t hat  w e h av e st i l l  no t  m anaged 
t o solv e –  bu t  I  am  con f iden t  w e w i l l .  We hav e t o.  

The in t er net  has a l low ed cr im inals t o  com m it  o ld  f am i l iar  cr im es in  new  
and un fam i l iar  w ay s.  Now her e is t h is clear er  t han  w hen  w e look  at  
w hat  has happened in  t h e f ie ld  of  ch i ld  abu se and  ch i ld  por nogr aph y .  

Now  t he sim p le t r u t h  is t hat  w e hav e nev er  r eal ly  k now n  how  m uch  
ch i ld  por nogr aphy  has been  in  ex ist ence or  how  m uch  has been  
ci r cu lat ed  bet w een  paedoph i les.  Ex cept  f o r  a b r ief  per iod  in  t he 1960s 
in  Scand inav ia,  in  v i r t ual ly  ev er y  coun t r y  in  t h e w or ld ,  ch i ld  
por nog r aphy  has been  i l legal  f o r  a v er y  lon g t im e and so t he on ly  
occasions w e ev er  got  an y  r eal  insigh t s in t o i t  w as w hen  t he pol ice 
m ade ar r est s and t he m en  r esponsib le,  and t h ey  ar e a lm ost  a lw ay s 
m en ,  w er e br ough t  t o j ust ice.  Bu t  t hat  nev er  gav e us t he com p let e 
p ict u r e.  I t  on ly  ev er  gav e us a par t ia l  p ict u r e.  Peop le w h o t r ade in  
ch i ld  por nogr aphy  do not  co- oper at e w i t h  m ar k et  r esear cher s.  They  do 
not  not i f y  t h e st at e’s cen t r a l  st at ist ica l  of f ice abou t  t he v o lum e of  
business t hey  ar e do ing  t h is y ear ,  as opposed t o last ,  or  w hat  t heir  
ex pansion  p lans ar e for  t he fo l low ing  y ear .  

I n  Januar y ,  2004 ,  I  w i l l  be pub l ish ing  a book let  in  w h ich  I  set  ou t  t he 
now  ex t ensiv e ev idence f r om  t he UK w h ich  I  t h ink  show s conclu siv ely  
t hat  t he I n t er net  has faci l i t a t ed  a g igan t ic incr ease in  t h e pr oduct ion  
and ci r cu lat ion  of  ch i ld  abuse im ages.  I  a lso ar gu e t hat  t h is,  in  t u r n ,  
has a lm ost  cer t a in ly  led  t o an  ov er al l  incr ease in  t he num ber  of  
ch i ld r en  being  abused.   

Pala is de Luxem bourg, Par is  
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I  say  t h is f or  t w o m ain  r easons:  f i r st ly ,  t h e in t er n et  has a l low ed m any  
m en  w ho per haps on ly  had a la t en t  o r  supp r essed in t er est  in  ch i ld  
por nog r aphy  t o go and f ind  i t  and  st ar t  co l lect ing  i t ,  w her eas 
pr ev iously  t hey  w ou ld  hav e been  t oo f r igh t ened,  o r  j ust  t oo lazy .  The 
in t er n et  has opened a door  for  t h em  t hat  p r ev iously  t hey  w ou ld  nev er  
ev en  hav e dar ed t o appr oach .  Once t hey  st ar t  t o  get  inv o lv ed w i t h  t he 
im ages,  f o r  m any  i t  st ar t s t o fuel  t heir  sex ual  f an t asies and t h is,  in  
t u r n ,  w i l l  ev en t ua l ly  lead  som e of  t hem ,  not  a l l  o f  t hem ,  t o st ar t  
abusing  ch i ld r en  in  r eal  l i f e.  These ar e ch i ld r en  w h o,  t her ef or e,  in  a l l  
p r obab i l i t y  w ou ld  ot her w ise nev er  hav e been  abused.  

A v er y  d ist in gu ish ed psy ch iat r ist  in  t h e UK pu t  i t  l i k e t h is “ Peop le w ho 
col lect  ch i ld  por nogr aph y  do so because t hey  w an t  t o hav e sex  w i t h  
ch i ld r en ,  bu t  som e of  t hem  m ay  not  hav e r ea l ised  i t  y et . ”  Ther e hav e 
now  been  sev er al  st u d ies w h ich  show  t hat  peop le w ho ar e ar r est ed  
sim p ly  for  t he cr im e of  possessin g  ch i ld  abu se im ages,  ar e a lso 
act iv e ly  engaged in  abusing  ch i ld r en .  Ther e is a v er y  def in i t e l ink  
bet w een  t he t w o act iv i t ies for  m any  peop le,  bu t  I  m ust  st r ess t hat  
k now ing t h er e is a l ink  is not  t he sam e as k now ing  t he cause.  

The second r eason  w hy  t he in t er net  is a lso con t r ibu t ing  t o an  incr ease 
in  ch i ld  abuse is because or gan ized cr im e has r ea l ised  t hat  t her e is lo t s 
of  m oney  t o m ade ou t  of  i t .  One of  t h e sad consequences of  Oper at ion  
Av alanche in  t he USA is t hat  new s w en t  ar oun d t h e w or ld  t hat  t he 
com pany  inv o lv ed t ook  US$1 . 4  m i l l ions in  i t s last  m on t h  of  t r ad ing ,  
befor e t he pol ice shu t  i t  dow n .  70%  of  t hat  cash  –  a l l  paid  fo r  by  cr ed i t  
car ds –  w en t  t o t he pr oducer s of  t h e im ages and 30%  w as r et a ined by  
t he com pany  sim p ly  for  h ost ing  t h e w eb si t e.  So n ow  w e k now  t hat  
cr im inals ar e sy st em at ica l ly  ar r ang in g  for  new  ch i ld r en  t o be abused so 
t hey  can  pr oduce new  im ages for  t h ei r  cust om er s t o buy .   

I n  ot her  w or ds,  ev er y  t im e som eon e dow n loads a ch i ld  abuse im age 
f r om  t he I n t er net ,  not  on ly  is i t  a  w ay  of  r e- abu sin g  t he ch i ld  show n  in  
t he p ict u r e,  pot en t ia l ly  i t  is a lso a d isast er  f or  anot her  ch i ld  as w el l  
because w hoev er  p r oduced t he f i r st  im age w i l l  bel iev e t hat  y ou  w an t  a 
second on e,  bu t  y ou  w i l l  on ly  w an t  i t  i f  i t  is new  and d i f f er en t .  

At  one poin t  ear l ier  t h is y ear  t he Br i t i sh  I n t er net  Wat ch  Foundat ion ,  of  
w h ich  I  am  a Dir ect or ,  w as t r acing  up  t o 85  n ew  pay - per - v iew  w eb 
si t es per  w eek ,  w her e ch i ld  abuse im ages w er e fo r  sale.  Befor e 
Oper at ion  Av alanche t her e w er e v i r t ual ly  non e.  

I  m ak e t hese poin t s,  and I  am  pub l ish in g  m y  book let  in  Januar y ,  
because w h i le t o m any  of  us i t  w i l l  seem  obv ious t hat  t he in t er net  has 
faci l i t a t ed  a huge incr ease in  t h e am oun t  of  ch i ld  por nog r aphy ,  and 
t hat  m or e ch i ld r en  ar e being  abused because of  i t ,  not  ev er y one 
agr ees.  I ndeed in  m y  book let  I  w i l l  say  t hat  nobody  can  pr ov e t h e 
poin t  con clusiv ely  on e w ay  or  t he o t her .  Nobody  can  ev er  p r ov e 
any t h ing  conclusiv ely  w h er e w hat  y ou  ar e t a lk ing  abou t  is un r epor t ed  
or  un r ecor ded cr im e.  I  sim p ly  assem ble a l l  t he av ai lab le ev idence and 
say  t hat  any  r easonab le per son  w ho look s at  i t  can  on ly  r each  one 
possib le conclu sion .   
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I  w an t  now  t o r et u r n  t o t h is quest ion  of  t he v o lum e of  im ages cu r r en t ly  
in  ci r cu lat ion ,  because t h is has had a m aj or  im pact  on  pol icing  t h is 
ar ea.  

Ar guab ly  19 95  w as t he last  y ear  of  t h e pr e- I n t er net  w or ld  in  t he UK.  I n  
t hat  y ear  t he pol ice f or ce in  Gr eat er  Manchest er  seized t h e gr and t ot a l  
of  12  in decen t  im ages of  ch i ld r en .  Al l  o f  t hese w er e on  paper  or  on  
v ideo t ape.  I n  1999 ,  t he sam e pol ice for ce,  cov er ing  ex act ly  t he sam e 
ar ea,  seized a t ot a l  of  4 1 , 000  im ages:  a l l  ex cept  3  of  t hese had com e 
f r om  t he I n t er net  and w er e on  com pu t er s.  Today ,  f ou r  y ear s la t er  
w hen  t he I n t er net ’ s p r esence in  t he UK has doub led  in  size t w ice,  t h is 
pol ice fo r ce does no t  bot her  t o coun t  a l l  t he im ages t hey  seize.  Ther e 
ar e t oo m any .  

I n  p r e- I n t er net  day s a t y p ical  pol ice seizu r e of  ch i ld  abuse im ages f r om  
a pr iv at e ind iv idual  w ou ld  y ie ld  a handfu l  of  p ict u r es.  To seize a 
hundr ed or  m or e im ages w ou ld  hav e been  sensat ional .  A t housand w as 
a lm ost  unhear d  of ,  and a l l  o f  t hese im ages w ou ld  h av e been  on  paper  
or  on  v ideo.  Th e po l ice r equ ir ed  no specia l  k now ledge,  sk i l ls o r  
equ ipm en t  t o look  at  t he im ages.  Many  of  t h em  had com e ou t  of  
Scand inav ia,  especia l ly  Denm ar k ,  w hen  fo r  a b r ief  per iod  in  t he 1960s 
t hey  abol ished a l l  por nog r aphy  law s and t h is led  t o t he cr eat ion  of  a 
lega l  ch i ld  por nogr aphy  indust r y  w hose im ages ar e st i l l  ci r cu lat ing  on  
t he I n t er net  and ar e col lect ed  by  paedoph i les.  

Today  in  a t y p ical  ar r est  one per son ’ s com pu t er  m igh t  con t a in  t ens o f  
t housands of  im ages.  Ear l ier  t h is y ear  a m an  w ho l iv ed  n ear  Ox for d  
w as caugh t  in  possession  of  250 , 00 0  im ages on  a sing le m ach in e.  I n  
t he fam ous Wonder land case t he po l ice in  14  coun t r ies seized 750 , 000  
im ages f r om  10 0  or  so club  m em ber s w hom  t hey  ar r est ed .  Som eone in  
New  Yor k  has j ust  been  f ound w i t h  1 , 000 , 0 00  im ages.  I  m en t ion  t h ese 
as speci f ic inst ances of  h ow  t he w ho le dy nam ic of  t h is sor t  of  cr im e 
has changed.  Ther e has been  a com p let e st ep  change.  

Look  at  w hat  has happened in  t h e UK.  Fo l low in g  Oper at ion  Av alanche 
in  t he USA,  t he Br i t ish  Po l ice m oun t ed  Oper at ion  Or e.   The Am er ican  
au t hor i t ies gav e t hem ,  in  a sing le day ,  t he nam es of  7 , 200  m en  w ho 
had used t heir  cr ed i t  car ds t o buy  ch i ld  abuse im ages f r om  t hat  
Am er ican  w eb si t e.  When  f r aud and dup l icat e en t r ies w er e e l im inat ed  
t h is l ist  cam e dow n  t o  abou t  6 , 500 ,  of  w hom  now  ov er  hal f  hav e been  
ar r est ed  and t heir  com pu t er s seized.  That ’ s ov er  3 , 000  m en  bein g  
ar r est ed  for  ch i ld  por nog r aphy  of fences w hen  in  p r ev ious y ear s t h ey  
m igh t  on ly  ev er  hav e ar r est ed  a few  hundr ed.  

As y ou  m ay  k now ,  in  t he UK w e do n ot  hav e a nat ional  po l ice for ce.  We 
hav e 43  local  ones cov er ing  Eng land & Wales.  Scot land is a d i f f er en t  
coun t r y  en t i r ely  f or  lega l  pu r poses,  and Nor t her n  I r eland has i t s ow n  
pol ice fo r ce as w el l .  They  a l l  w or k  t oget her  in  v ar ious w ay s,  and 
bet w een  t hem  t h ey  r un  sev er a l  nat ional  po l icing  oper at ions,  bu t  each  
local  f o r ce set s i t s ow n  pol icy  and t hey  hav e a l l  been  close t o b r eak ing  
poin t  w h en  i t  com es t o p r ocessin g  t he sh eer  v olum e of  im ages t hat  a l l  
o f  t he ar r est s under  Oper at ion  Or e hav e gen er at ed .   
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We k now  fo r  su r e t hat  som e po l ice for ces hav e abandoned t he idea of  
look ing  at  ev er y  im age on  a com pu t er  t h ey  m igh t  seize.  They  look  at  
enough  t o est ab l ish  t hat  a cr im e has been  com m it t ed  and t o b r ing  
char ges,  bu t  because t h ey  do not  look  at  ev er y t h ing  i t  is en t i r ely  
possib le t hat  t hey  ar e m issing  som et h in g ,  a new  im age of  a new  ch i ld  
per haps.  I n  add i t ion ,  t he back log  o f  com pu t er s w a i t ing  t o be fu l ly  
ex am ined can  now  be v er y  subst an t ia l .  I n  som e po l ice for ce ar eas i f ,  
a f t er  an  in i t ia l  ex am inat ion ,  y ou r  com pu t er  is seized t oday ,  i t  m igh t  be 
May  or  June of  n ex t  y ear  befor e i t  is t hor ough ly  ex am ined.  I f  t her e w as 
any  f r esh  ev idence of  n ew  cr im es on  t h er e,  i t  m igh t  by  t hen  be of  l i t t le 
use.  And f inal ly ,  t h ink  abou t  t he pot en t ia l ly  hu ge w ast e of  po l ice t im e 
and r esou r ces.  A loca l  po l icem an  seizes a com pu t er .  I t  m igh t  on ly  hav e 
a few  hundr ed im ages.  He m igh t  st ar t  t o  inv est iga t e,  m ak e enqu ir ies 
abou t  t h is o r  t hat  ch i ld ,  w i t hou t  k now ing t hat  t he p ict u r es ar e at  least  
30  y ear s o ld ,  t h ey  cam e ou t  of  Denm ar k ,  o r  t hey  ar e 10  y ear s o ld  and 
t hey  cam e ou t  of  Cal i f o r n ia,  t he ch i ld  has a lr eady  been  iden t i f ied  and  
r escued,  and t he m an  r esponsib le for  m ak ing  and d ist r ibu t ing  t he 
im age has been  ar r est ed  and is st i l l  in  j a i l .  

Th is is w h er e Ch i ldBase is goin g  t o m ak e a huge d i f f er ence.  Pu t  v er y  
sim p ly  Ch i ldBase is a com pu t er ised  dat abase t hat  deals w i t h  ch i ld  
abuse im ages and im ages of  peop le suspect ed  of  being  inv o lv ed in  
ch i ld  abuse.  

Up t o now  t r ack ing  and cr oss- r efer encing  im ages and d i f f er en t  f eat u r es 
w i t h in  an  im age w as lar gely  a m anual  p r ocess.  I t  w as slow  and 
labor ious.  What  Ch i ldBase is doin g  is d ig i t is ing  ev er y  ch i ld  abuse 
im age t hat  com es in t o t h e possession  of  t he pol ice.  The sof t w ar e 
associat ed  w i t h  Ch i ldBase can  t hen ,  in  m inu t es,  look  at  any  im ages 
t hat  m igh t  be seized in  a new  po l ice act ion  and  t hen  t el l ,  again  in  
m inu t es,  w h ich  of  t h ese im ages ar e a l r eady  k n ow n  abou t  and t her efor e 
i t  can  a lso t el l  w h ich  ar e  new .  Apar t  f r om  g iv ing  u s,  f or  t he f i r st  t im e 
ev er ,  v a luab le in f or m at ion  abou t  t he r eal  v o lum e of  new  im ages 
com ing on  t o t he m ar k et ,  obv iously  t h ese n ew  pr ocesses w i l l  a l low  t he 
pol ice qu ick ly  t o f ind  t h e any  pr ev iously  unk now n  im ages,  iso lat e t h em  
f r om  t he r est  and see i f  t her e is any t h in g  t hat  can  be don e 
im m ed iat e ly  t o iden t i f y  t he ch i ld  and app r eh end t he per pet r at or s.   

At  t he end of  t h e day ,  t h is w hole ex er cise is abou t  p r ot ect ing  ch i ld r en  
and up  t o now  t h er e hav e been  com par at iv ely  few  successes in  locat ing  
ch i ld  v ict im s in  r eal  l i f e,  t o  r escu e t hem  f r om  t he si t uat ion  t h er e ar e in  
and t he abuse i t  in v olv es,  and a lso t o ar r est  t hose r esponsib le f or  t h e 
abuse or  f o r  sel l ing  or  d ist r ibu t ing  t he im ages.   

I t  is a v er y  d i f f icu l t  ar ea and ev er y one agr ees t hat  t he success r at e is 
low  ev er y w h er e.  One academ ic has est im at ed  t hat  t her e m igh t  be 
im ages of  ov er  10 , 00 0  d i f f er en t  abused ch i ld r en  on  t he I n t er net  and,  
as of  t oday ,  f ew er  t han  3 00  hav e been  iden t i f ied  in  r eal  l i f e,  and ev en  
few er  per pet r at or s hav e been  l ink ed t o t hose im ages.  

So t h is is w her e w e a l l  hope Ch i ldBase w i l l  scor e h eav i ly .  As I  hav e 
a lr eady  m en t ioned,  apar t  f r om  r ecor d ing  t he im age of  t he abused 
ch i ld ,  i t  can  a lso r ecogn ise,  st or e and cr oss- r efer ence dat a abou t  t he 
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su r r ound ings in  w h ich  t h e abuse is t ak ing  p lace – t her e m igh t  be a 
cer t a in  k ind  of  clock  or  t e lev ision  v isib le in  t he back gr ound,  o r  t he 
r oom  m ay  hav e speci f ic a r ch i t ect u r a l  f eat u r es.   

I t  can  a lso st or e any  v isib le det a i ls of  t he per pet r at or .  I n  an  ear ly  
ex am ple of  t h is t y pe of  f unct ional i t y  on e m an  in  t he UK w as caugh t  
because an  unusual  t at t oo on  h is ar m  w as v isib le.  He got  12  y ear s in  
j a i l .  I n  anot her  case a box  of  househo ld  t ools w as v isib le on  t he f loor  
and t he r oom  had  an  unusual  cei l ing .  An  ar ch i t ect u r a l  h ist or ian  w as 
consu l t ed .  He r ecogn ised  t he t y pe of  cei l ing  and  gav e t he po l ice a l ist  
of  t he ar eas of  t he coun t r y  w her e h ouses w i t h  t hat  k ind  of  cei l ing  
m igh t  be found.  Th e po l ice t hen  cr oss- r efer enced t hose locat ions w i t h  
t he locat ions of  t h e chain  st or es t hat  so ld  t hat  par t icu lar  b r and o f  
household  t oo ls.  They  fou nd a sm al l  num ber  of  m at ches bu t  t h en  t hey  
lear ned t her e w as a m ar k ing  v isib le on  t he box  w h ich  iden t i f ied  an  
ind iv idual  st o r e.  They  sh ow ed t he w ar ehouse m an ager  in  t hat  st or e a 
p ict u r e of  t h e box  and h e agr eed i t  had com e f r om  t her e bu t  a lso 
added t hat  not  t hat  m any  had been  so ld  because i t  w as qu i t e a n ew  
and ex pensiv e l ine.  He w as ab le t o pu l l  o f f  a  l ist  o f  ev er y one w ho had 
bough t  t hose goods usin g  a cr ed i t  car d .  On ly  one o f  t hese peop le l i v ed  
in  a house w i t h  t hat  k ind  of  cei l ing .  He w as ar r est ed  and lat er  r eceiv ed 
6  l i f e sen t ences for  of f en ces inv o lv ing  h is 5  y ear  o ld  daugh t er .  

What  else w i l l  Ch i ldBase be ab le t o do? Obv iously  i t  w i l l  be ab le t o 
cr oss- r efer ence any  in fo r m at ion  abou t  suspect s,  ob j ect s,  locat ions and 
so on .  Bu t  w hat  i f  t h e im age has been  ed i t ed  or  changed sl igh t ly ? What  
i f  i t  is an  en t i r ely  d i f f er en t  im age o f  t he sam e ch i ld ,  m ay be in  anot h er  
p lace,  o r  m ay be ev en  w h en  t he ch i ld  is a f ew  y ear s o lder .  The so f t w ar e 
shou ld  a lso be ab le t o cope,  par t ly  because i t  uses som e v er y  clev er  
facia l  r ecogn i t ion  sof t w ar e t hat  can  p ick  u p  on  par t icu lar  
char act er ist ics t hat  m ay  not  change,  no m at t er  how  a p ict u r e m igh t  
hav e been  ed i t ed ,  and ev en  a l low in g  for  a ch i ld  hav ing  aged.  I n  fact  
t he sof t w ar e w i l l  ev en  p ick  up  sib l ings – br ot h er s and sist er s – of  
ch i ld r en  w ho ar e in  t he dat abase i f  t heir  f acia l  char act er ist ics ar e 
sim i lar .  

I n  t he not  t oo d ist an t  f u t u r e w e can  see a t im e w h en  i t  w i l l  not  be 
necessar y  fo r  t he po l ice t o look  at  any  ch i ld  abuse im ages in  m ost  
cases.  Let  m e ex p la in .  

Ev er y  im age has a un iqu e d ig i t a l  signat u r e – som et im es r ef er r ed  t o as 
a “ MD- 5  hash " ,  bu t  t her e ar e ot her  k in ds.  Ch i ldBase cou ld  const r uct  a 
dat abase j ust  of  t h ese signat u r es and t h en  y ou  sim p ly  r un  a 
p r og r am m e w h ich  com par es t he signat u r es on  t h e dat abase w i t h  t h e 
signat u r es on  t he con f iscat ed  com pu t er .  Voi la .  Ei t her  i t  iden t i f ies on ly  
new   im ages w h ich  y ou  t hen  look  at  and act  on  st r a igh t  aw ay ,  or  i t  
p r ov ides y ou  w i t h  an  inv en t or y  of  ev er y  im age on  t he m ach ine.  I n  t he 
UK w e now  hav e a sy st em  for  classi f y ing  ch i ld  por nogr aph ic im age.  
They  ar e,  of  cou r se,  a l l  bad  and a l l  i l legal  bu t  t he Eng l ish  j udges hav e 
gr aded t hem  in t o 5  d i f f er en t  lev els of  aw fu lness.  Th is is t o assist  t he 
j ud iciar y  w hen  i t  com es t o sen t encing  in  speci f ic cases,  and t ags cou ld  
be added t o t h e f i le of  each  im age t o show  w hat  k ind  of  im age i t  w as.  
Th is a lso w i l l  sav e t he po l ice and t he cou r t s a g r ea t  deal  of  t im e and 
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m oney  so once again  t h ey  can  focus on  t he r eal ly  im por t an t  busin ess 
of  v ict im  iden t i f icat ion  an d r escu e.  

Look ing  a l i t t le f u r t her  f o r w ar d ,  bu t  n ot  t oo far ,  I  can  a lso see a t im e 
w hen  w e cou ld  send ou t  on  t o t he I n t er net  an  in t e l l igen t  agen t ,  a w eb 
cr aw ler ,  a sof t w ar e r obot  of  som e k ind ,  w i t h  inst r u ct ions t o look  for  
im ages t hat  shar e t he sam e d ig i t a l  signat u r es as t hose on  t he 
dat abase.  Once locat ed  t he r obot  cou ld  t hen  r epor t  i t s w her eabou t s t o 
t he po l ice in  t h e coun t r y  concer ned,  or  dest r oy  i t ,  or  i t  cou ld  do bot h  
of  t hose t h ings.  

Of  cou r se t h er e ar e a l l  sor t s of  lega l  issu es t hat  w ou ld  need t o  be 
r eso lv ed f i r st ,  bu t  t h e t echnology  is b r in g in g  us close t o t hat  po in t .  A 
r obot  of  t h is k ind  w ou ld  n ot  help  dea l  w i t h  t he p r ob lem  of  new  im ages,  
bu t  as soon  as an  im age fel l  in t o t he hands o f  t he pol ice i t  cou ld  
becom e par t  of  t h is au t om at ed sy st em .  

Of  cou r se t h e cr im ina ls w i l l  f ind  new  w ay s t o do t h eir  t er r ib le deeds 
and t he for ces of  law  and  or der  w i l l  t hen  face a new  chal lenge t o get  
ahead of  t hem .  Al r eady  t her e is ev idence t hat  cr im inals ar e t u r n ing  
m or e and m or e t o  using  encr y p t ion  t o h ide t heir  im ages and t heir  
t r ansact ions,  and t hey  ar e m ov in g  t ow ar ds peer - t o- peer  net w or k s in  
t he hope t hat  t h ey  can  k eep ou t  of  sigh t ,  bu t  t h e k ey  po in t  i s t hat  t he 
for ces of  law  and or der  a r e now  not  f ar  beh ind  an d t hey  ar e pr ov ing  t o 
be m or e t han  t heir  equal  in  m any  w ay s.  Of t en  i t  com es dow n  not  t o 
t echnology  or  k now  how ,  bu t  t o r esou r ces.  

So w hat ,  f ina l ly ,  of  Ch i ldBase? I t  is an  ex per im en t .  I t  is not  f u l ly  
oper at ional  y et  bu t  i t  is w or k in g  and help ing  w i t h  cases a lr eady .  The 
Br i t ish  Pol ice ar e w or k in g  v er y  closely  w i t h  co l leagues in  I n t er po l ,  and 
w i t h  po l ice fo r ces in  ot h er  coun t r ies t hat  ar e a lso conduct in g  sim i lar  
t echnolog ica l  ex per im en t s in  pu r su i t  o f  t he cr im in als w ho ar e abusing  
ch i ld r en  or  ar e ci r cu lat in g  ch i ld  por nog r aphy .  I  bel iev e t h e Fr ench  
Jud icia l  Po l ice hav e such  a sy st em ,  for  ex am ple.  The idea in  t h e end 
t hat  w e hav e one b ig ,  h igh ly  secu r e dat abase w h ich  pol ice per sonnel  
a l l  ov er  t h e w or ld  can  access in  appr op r iat e w ay s t o help  in  t h e g lobal  
f igh t  again st  t hese t er r ib le cr im es.  That  is st i l l  a  v er y  long w ay  of f  bu t  
t he sooner  i t  a r r iv es t h e bet t er  i t  w i l l  be.  

Technology  has cr eat ed  a  lo t  of  p r ob lem s,  bu t  w e ar e a lso show ing  t hat  
t echnology  can  so lv e t h em  t oo.  

     John Carr 
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Wit h  an  ex t ensiv e back g r ound in  p r ov id ing  facia l  r ecogn i t ion  
iden t i f icat ion  solu t ions t o  local  and nat ional  law  en for cem en t  agencies,  
I m ag is dev elops sof t w ar e t hat  b r idges t he gap bet w een  islands of  
d ispar at e dat a.  Th is inclu des sof t w ar e t hat  a l low s y ou  t o t r ansfor m  
cr i t ica l  in for m at ion  in t o k now ledge,  p r ov id ing  im m ediat e busin ess 
v alue t o t h e end user .   

The f i r m ’ s foundat ion  is based on  t w o r obust  and easy - t o- use sof t w ar e 
t echnolog ies.  The f i r st  is a st andar ds- based dat a shar ing  t oo lk i t  and 
dev elopm en t  p lat for m  k n ow n  as t he Br iy an t e I n t egr at ion  Ser v er .  
Br iy an t e enab les t he r ap id  cr eat ion  of  so lu t ions t h at  p r ov ide user s w i t h  
consol idat ed  v iew s of  in f or m at ion  h eld  and m ain t a ined in  d ispar at e 
dat abases.  Th is t echn ology  is enhanced by  I m ag is’  un iqu e ab i l i t y  t o 
access t ex t ual  in fo r m at ion  as w el l  as facia l  and  ot her  b iom et r ic or  non -
b iom et r ic im ager y .  To t h is end,  I m ag is dev elops and m ain t a ins 
p r op r iet ar y  a lgor i t hm s ded icat ed  t o b iom et r ic f acia l  r ecogn i t ion  an d 
im age m at ch ing .  We also  use ou r  deep ex per ience in  b iom et r ics t o help  
cust om er s iden t i f y  t oo ls t hat  m eet  t heir  oper at iona l  needs.  

I n  add i t ion ,  I m ag is p r ov ides a su i t e of  cust om izab le sof t w ar e 
app l icat ions t hat  del iv er  im m ediat e business v a lue for  speci f ic m ar k et  
needs and v er t ica ls.  Th is inclu des:  

• I nForce Just ice Suite™ --  enabling crim inal just ice informat ion 
sharing;  

• ChildBase®  - -  for invest igat ing and prosecut ing child pornography 
cases;  

• CABS™ --  a computerized arrest  and booking system for law 
enforcement ;  and  

 

At  I m ag is,  ou r  m ission  is t o sim p l i fy ,  acceler at e,  and  econom ize  t he 
pr ocess of  connect ing  ex ist ing ,  d ispar at e in f or m at ion  asset s,  and un i f y  
access t o t h is k now ledge w i t h  a sin g le,  in t egr at ed  user  in t er face 
enhanced as appr opr iat e w i t h  a v ar iet y  of  b iom et r ic t ools.   Con t act  us 
t oday  t o lear n  m or e abou t  how  w e can  help  y ou  sim p l i f y  y ou r  
iden t i f icat ion  and dat a shar ing  r equ ir em en t s.  

About  I m agis Technologies I nc. 


